

    
      
          
            
  
Welcome to Fortinet FortiManager Ansible Collection documentation v2.0.0!

The FortiManager Ansible Collection provides Ansible modules for configuring FortiManager devices.
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Install FortiManager Ansible Galaxy

This document explains how to install the FortiManager Ansible Galaxy
Collection.




Install Python3


	Follow steps in https://www.python.org/ to install Python3 on your
host.







Install Ansible Core


	Follow instructions in
https://docs.ansible.com/ansible/latest/installation_guide/intro_installation.html
to install Ansible


	The Ansible core version requirement: >= 2.9.0







Install Galaxy Collection

you can install the latest collection by default via command
ansible-galaxy collection install fortinet.fortimanager.







          

      

      

    

  

    
      
          
            
  
Run Your First Playbook

This document explains how to run your first FortiManager Ansible playbook.



With FortiManager Galaxy collection, you are always recommended to run
FortiManager module in httpapi manner. The first step is to prepare your
host inventory with which you can use ansible-vault to encrypt or
decrypt your secrets for the sake of confidentiality.


Prepare host inventory

in our case we create a file named hosts:

[fortimanagers]
fortimanager01 ansible_host=192.168.190.130 ansible_user="admin" ansible_password="password"
fortimanager01 ansible_host=192.168.190.131 ansible_user="admin" ansible_password="password"

[fortimanagers:vars]
ansible_network_os=fortinet.fortimanager.fortimanager








Write the playbook


An Example

in the example: test.yml we are going to create a script on FortiManager:

- hosts: fortimanagers
  connection: httpapi
  collections:
  - fortinet.fortimanager
  vars:
   ansible_httpapi_use_ssl: yes
   ansible_httpapi_validate_certs: no
   ansible_httpapi_port: 443
  tasks:
   - name: Create a script on FortiManager.
     fmgr_dvmdb_script:
        adom: 'adom'
        state: 'present'
        dvmdb_script:
           desc: 'The script create via Ansible'
           type: 'cli'
           name: 'fooscript'
           content: |
                      config system global
                         set timezone 04
                      end








Parameter Usages

there are several mandatory options in the example:


	adom : adom is the administrative domain that an API is going to run inside. In most cases, global or root is what you need.


	state : state is indicating the action the module is going to take. by giving present, the module will create or update the object, while absent tells the module to delete the object in the FortiManager.


	other module specific parameters are defined differently, you can find their usages in each module page.









Run the playbook

ansible-playbook -i hosts test.yml





you can also observe the verbose output by adding option at the tail:
-vvv.







          

      

      

    

  

    
      
          
            
  
Migrate Legacy Playbooks

This document targets incompatible playbooks written for FortiManager
Galaxy collections earlier than 1.0.5.


Detect Compatiblity Issue

When runninng legacy playbooks with newer FortiManager collection, the
module will fail and an error message will remind you:

failed: [fortimanager01] => {
    "changed": false,
    "module_stderr": "Legacy playbook detected, please revise the playbook or install latest legacy fortimanager galaxy collection: #ansible-galaxy collection install -f fortinet.fortimanager:1.0.5",
    "module_stdout": "",
    "msg": "MODULE FAILURE\nSee stdout/stderr for the exact error",
    "rc": 1
}





There are two ways to resolve this issue:



	Continue to use “legacy” playbook format, with a FortiManager Collection <= 1.0.5


	Convert playbooks to FortiManager Collection 1.0.4+ schema with the newest version of the collection.










Tweak The Playbook

Legacy FortiManager collection requires the playbook has a parameter method,
with newer FortiManager collection, it’s presented with optional
statement: state: [present, absent].

Lagecy FortiManager collection has explicit declaration: url_params,
it’s omitted in newer collection, of course, the parameters themselves
have indentations advanced.

Legacy FortiManager collection has statement: params ->
data array -> body array. In newer collection, all them are
removed and the module name without prefix fmgr_ is here as the top
level parameter name.

An example is as below:

- name: create policy in the object      |   - name: create policy in the object
  fmgr_pkg_firewall_policy:              |     fmgr_pkg_firewall_policy:
    method: "set"                        |       adom: "{{ policy_adom }}"
    url_params:                          |       pkg: "{{ policy_package_name }}"
        adom: "{{ policy_adom }}"        |       state: 'present'
        pkg: "{{ policy_package_name }}" |       pkg_firewall_policy:
    params:                              |             name: "{{ item.name }}"
      - data:                            |             policyid: "{{ item.id  }}"
        - name: "{{ item.name }}"        |             action: "{{ item.action }}"
          policyid: "{{ item.id  }}"     |             srcintf: "any"
          action: "{{ item.action }}"    |             dstintf: "any"
          srcintf: "any"                 |             srcaddr: "{{ item.src }}"
          dstintf: "any"                 |             dstaddr: "{{ item.dst }}"
          srcaddr: "{{ item.src }}"      |             service: "{{ item.service }}"
          dstaddr: "{{ item.dst }}"      |             schedule: "{{ item.schedule }}"
          service: "{{ item.service }}"  |     register: policyinfo
          schedule: "{{ item.schedule }}"|     ignore_errors: true
  register: policyinfo                   |     with_items: "{{ policy_array }}"
  ignore_errors: true                    |
  with_items: "{{ policy_array }}"       |











          

      

      

    

  

    
      
          
            
  
Error Handling







By convention, Ansible task can fail when a non-zero rc code is
passed to. FortiManager Ansible modules follows that convention and
provides additional error handing mechanisms, which makes it simple and
flexible enough for us to deal with well defined error codes in
requests.

There are three types of mechanisms we can employ in fortimanager
ansible modules.


rc_succeeded

This is a parameter introduced in fortimanager modules for those who
want not to fail the task for a specific response_code, its type is
a interger list, which means we can define more than one rc code.

One example of rc_succeeded is as below:

#cat test.yml
- name: Create and Execute script
  hosts: fortimanager01
  gather_facts: no
  connection: httpapi
  collections:
    - fortinet.fortimanager
  vars:
    ansible_httpapi_use_ssl: True
    ansible_httpapi_validate_certs: False
    ansible_httpapi_port: 443
    script_name: 'demo script'
  tasks:
    - name: fmgr_pkg_firewall_dospolicy
      fmgr_pkg_firewall_dospolicy:
        workspace_locking_adom: 'root'
        adom: root
        pkg: demopackage1
        state: present
        pkg_firewall_dospolicy:
            comments: 'Just a comment'
            policyid: '123'
        rc_succeeded: [ -9001 ]

#ansible-playbook -i host -vvv test.yml
ok: [fortimanager01] => {
    "changed": false,
    "invocation": {
        "module_args": {
            "adom": "root",
            "pkg": "demopackage1",
            "pkg_firewall_dospolicy": {
                "anomaly": null,
                "comments": "Just a comment",
                "dstaddr": null,
                "interface": null,
                "policyid": 123,
                "service": null,
                "srcaddr": null,
                "status": null
            },
            "rc_failed": null,
            "rc_succeeded": [
                -9001
            ],
            "state": "present",
            "workspace_locking_adom": "root",
            "workspace_locking_timeout": 300
        }
    },
    "meta": {
        "request_url": "/pm/config/adom/root/pkg/demopackage1/firewall/DoS-policy",
        "response_code": -9001,
        "response_message": "firewall/DoS-policy/123/status : invalid value - prop[status]: binary option empty or invalid, argc(0)",
        "result_code_overriding": "rc code:-9001 is overridden to success"
    },
    "rc": -9001
}





In normal case, an reponse code -9001 definitely causes a failure,
rc_succeeded allows us to skip the error




rc_failed

Like rc_succeeded, rc_failed is the rc code list for
fortimanager module to override the conditions to fail.

An example of rc_failed is we actually want to fail the task that is
deleting a non-existing object.

#cat test.yml
- name: Create and Execute script
  hosts: fortimanager01
  gather_facts: no
  connection: httpapi
  collections:
    - fortinet.fortimanager
  vars:
    ansible_httpapi_use_ssl: True
    ansible_httpapi_validate_certs: False
    ansible_httpapi_port: 443
    script_name: 'demo script'
  tasks:
    - name: create the script
      fmgr_dvmdb_script:
        workspace_locking_adom: 'root'
        state: absent
        adom: root
        dvmdb_script:
            name: 'demoscript'
        rc_failed:
            - -3
#ansible-playbook -i host -vvv test.yml
fatal: [fortimanager01]: FAILED! => {
    "ansible_facts": {
        "discovered_interpreter_python": "/usr/bin/python"
    },
    "changed": true,
    "invocation": {
        "module_args": {
            "adom": "root",
            "dvmdb_script": {
                "content": "native content",
                "desc": "script created via Ansible",
                "filter_build": null,
                "filter_device": null,
                "filter_hostname": null,
                "filter_ostype": null,
                "filter_osver": null,
                "filter_platform": null,
                "filter_serial": null,
                "modification_time": null,
                "name": "demoscript",
                "script_schedule": null,
                "target": null,
                "type": "cli"
            },
            "rc_failed": [
                -3
            ],
            "rc_succeeded": null,
            "state": "absent",
            "workspace_locking_adom": "root",
            "workspace_locking_timeout": 300
        }
    },
    "meta": {
        "response_code": -3,
        "response_message": "object not exist",
        "result_code_overriding": "rc code:-3 is overridden to failure"
    },
    "rc": 0
}





By default, a response_code -3 of deleting an object will not cause the
task failure, but it tells the truth that the object doesn’t exist and
we might want to fail the task in this case, rc_failed can help us do
the work.




failed_when

failed_when is Ansible native failure detection mechanism, it’s more
flexible and can be combined with our fortimanager ansible modules.

For more information of failed_when, please visit
page [https://docs.ansible.com/ansible/latest/user_guide/playbooks_error_handling.html#controlling-what-defines-failure].




Precedence of Three Mechanisms

In general, failed_when takes precedence over the other two, while
rc_failed has precedece over rc_succeeded.

we can specify more than one condition statement, and the one with
highest precedence will be chosen to calculate the failure or success
result.







          

      

      

    

  

    
      
          
            
  
Get Help








Technical and Commuity Support

You can get support from Fortinet Techinical Assistance Center [https://www.fortinet.com/support/contact.html].

For Ansible common issue, you can also get support from the community [https://www.ansible.com/]




Filing issues.

You can get support from the community engineering team via filing an
issue in git issues page [https://github.com/fortinet-ansible-dev/ansible-galaxy-fortios-collection/issues]







          

      

      

    

  

    
      
          
            
  
Search Playbooks

This document contains some handy example playbooks.
PRs are welcome https://github.com/fortinet-ansible-dev/fortimanager-playbook-example













	File Name
	Description
	Author
	Date
	Labels






	discover_and_add_device.yml
	Add a FGT device to FMG
	Link Zheng(Fortinet)
	2020.09.11
	devicecmd


	clone_objects.yml
	Clone an Object in FortiManager
	Link Zheng(Fortinet)
	2020.09.11
	clone
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Modules Digest







The modules of API https://fndn.fortinet.net/index.php?/fortiapi/5-fortimanager/ can be found in the table:















	URL

	Module Name

	Request Methods

	URL parameters





	/pm/config/adom/{adom}/obj/adom/options

	fmgr_adom_options

	getsetupdate

	adom



	/pm/config/global/obj/adom/options

	fmgr_adom_options

	getsetupdate

	adom



	/pm/config/adom/{adom}/obj/adom/options/{options}

	fmgr_adom_options

	getsetupdate

	adom



	/pm/config/global/obj/adom/options/{options}

	fmgr_adom_options

	getsetupdate

	adom



	/pm/config/adom/{adom}/obj/antivirus/mms-checksum

	fmgr_antivirus_mmschecksum

	addgetsetupdate

	adom



	/pm/config/global/obj/antivirus/mms-checksum

	fmgr_antivirus_mmschecksum

	addgetsetupdate

	adom



	/pm/config/adom/{adom}/obj/antivirus/mms-checksum/{mms-checksum}

	fmgr_antivirus_mmschecksum

	addgetsetupdate

	adom



	/pm/config/global/obj/antivirus/mms-checksum/{mms-checksum}

	fmgr_antivirus_mmschecksum

	addgetsetupdate

	adom



	/pm/config/adom/{adom}/obj/antivirus/mms-checksum/{mms-checksum}/entries

	fmgr_antivirus_mmschecksum_entries

	addgetsetupdate

	adommms-checksum



	/pm/config/global/obj/antivirus/mms-checksum/{mms-checksum}/entries

	fmgr_antivirus_mmschecksum_entries

	addgetsetupdate

	adommms-checksum



	/pm/config/adom/{adom}/obj/antivirus/mms-checksum/{mms-checksum}/entries/{entries}

	fmgr_antivirus_mmschecksum_entries

	addgetsetupdate

	adommms-checksum



	/pm/config/global/obj/antivirus/mms-checksum/{mms-checksum}/entries/{entries}

	fmgr_antivirus_mmschecksum_entries

	addgetsetupdate

	adommms-checksum



	/pm/config/adom/{adom}/obj/antivirus/notification

	fmgr_antivirus_notification

	addgetsetupdate

	adom



	/pm/config/global/obj/antivirus/notification

	fmgr_antivirus_notification

	addgetsetupdate

	adom



	/pm/config/adom/{adom}/obj/antivirus/notification/{notification}

	fmgr_antivirus_notification

	addgetsetupdate

	adom



	/pm/config/global/obj/antivirus/notification/{notification}

	fmgr_antivirus_notification

	addgetsetupdate

	adom



	/pm/config/adom/{adom}/obj/antivirus/notification/{notification}/entries

	fmgr_antivirus_notification_entries

	addgetsetupdate

	adomnotification



	/pm/config/global/obj/antivirus/notification/{notification}/entries

	fmgr_antivirus_notification_entries

	addgetsetupdate

	adomnotification



	/pm/config/adom/{adom}/obj/antivirus/notification/{notification}/entries/{entries}

	fmgr_antivirus_notification_entries

	addgetsetupdate

	adomnotification



	/pm/config/global/obj/antivirus/notification/{notification}/entries/{entries}

	fmgr_antivirus_notification_entries

	addgetsetupdate

	adomnotification



	/pm/config/adom/{adom}/obj/antivirus/profile

	fmgr_antivirus_profile

	addgetsetupdate

	adom



	/pm/config/global/obj/antivirus/profile

	fmgr_antivirus_profile

	addgetsetupdate

	adom



	/pm/config/adom/{adom}/obj/antivirus/profile/{profile}

	fmgr_antivirus_profile

	addgetsetupdate

	adom



	/pm/config/global/obj/antivirus/profile/{profile}

	fmgr_antivirus_profile

	addgetsetupdate

	adom



	/pm/config/adom/{adom}/obj/antivirus/profile/{profile}/content-disarm

	fmgr_antivirus_profile_contentdisarm

	getsetupdate

	adomprofile



	/pm/config/global/obj/antivirus/profile/{profile}/content-disarm

	fmgr_antivirus_profile_contentdisarm

	getsetupdate

	adomprofile



	/pm/config/adom/{adom}/obj/antivirus/profile/{profile}/content-disarm/{content-disarm}

	fmgr_antivirus_profile_contentdisarm

	getsetupdate

	adomprofile



	/pm/config/global/obj/antivirus/profile/{profile}/content-disarm/{content-disarm}

	fmgr_antivirus_profile_contentdisarm

	getsetupdate

	adomprofile



	/pm/config/adom/{adom}/obj/antivirus/profile/{profile}/ftp

	fmgr_antivirus_profile_ftp

	getsetupdate

	adomprofile



	/pm/config/global/obj/antivirus/profile/{profile}/ftp

	fmgr_antivirus_profile_ftp

	getsetupdate

	adomprofile



	/pm/config/adom/{adom}/obj/antivirus/profile/{profile}/ftp/{ftp}

	fmgr_antivirus_profile_ftp

	getsetupdate

	adomprofile



	/pm/config/global/obj/antivirus/profile/{profile}/ftp/{ftp}

	fmgr_antivirus_profile_ftp

	getsetupdate

	adomprofile



	/pm/config/adom/{adom}/obj/antivirus/profile/{profile}/http

	fmgr_antivirus_profile_http

	getsetupdate

	adomprofile



	/pm/config/global/obj/antivirus/profile/{profile}/http

	fmgr_antivirus_profile_http

	getsetupdate

	adomprofile



	/pm/config/adom/{adom}/obj/antivirus/profile/{profile}/http/{http}

	fmgr_antivirus_profile_http

	getsetupdate

	adomprofile



	/pm/config/global/obj/antivirus/profile/{profile}/http/{http}

	fmgr_antivirus_profile_http

	getsetupdate

	adomprofile



	/pm/config/adom/{adom}/obj/antivirus/profile/{profile}/imap

	fmgr_antivirus_profile_imap

	getsetupdate

	adomprofile



	/pm/config/global/obj/antivirus/profile/{profile}/imap

	fmgr_antivirus_profile_imap

	getsetupdate

	adomprofile



	/pm/config/adom/{adom}/obj/antivirus/profile/{profile}/imap/{imap}

	fmgr_antivirus_profile_imap

	getsetupdate

	adomprofile



	/pm/config/global/obj/antivirus/profile/{profile}/imap/{imap}

	fmgr_antivirus_profile_imap

	getsetupdate

	adomprofile



	/pm/config/adom/{adom}/obj/antivirus/profile/{profile}/mapi

	fmgr_antivirus_profile_mapi

	getsetupdate

	adomprofile



	/pm/config/global/obj/antivirus/profile/{profile}/mapi

	fmgr_antivirus_profile_mapi

	getsetupdate

	adomprofile



	/pm/config/adom/{adom}/obj/antivirus/profile/{profile}/mapi/{mapi}

	fmgr_antivirus_profile_mapi

	getsetupdate

	adomprofile



	/pm/config/global/obj/antivirus/profile/{profile}/mapi/{mapi}

	fmgr_antivirus_profile_mapi

	getsetupdate

	adomprofile



	/pm/config/adom/{adom}/obj/antivirus/profile/{profile}/nac-quar

	fmgr_antivirus_profile_nacquar

	getsetupdate

	adomprofile



	/pm/config/global/obj/antivirus/profile/{profile}/nac-quar

	fmgr_antivirus_profile_nacquar

	getsetupdate

	adomprofile



	/pm/config/adom/{adom}/obj/antivirus/profile/{profile}/nac-quar/{nac-quar}

	fmgr_antivirus_profile_nacquar

	getsetupdate

	adomprofile



	/pm/config/global/obj/antivirus/profile/{profile}/nac-quar/{nac-quar}

	fmgr_antivirus_profile_nacquar

	getsetupdate

	adomprofile



	/pm/config/adom/{adom}/obj/antivirus/profile/{profile}/nntp

	fmgr_antivirus_profile_nntp

	getsetupdate

	adomprofile



	/pm/config/global/obj/antivirus/profile/{profile}/nntp

	fmgr_antivirus_profile_nntp

	getsetupdate

	adomprofile



	/pm/config/adom/{adom}/obj/antivirus/profile/{profile}/nntp/{nntp}

	fmgr_antivirus_profile_nntp

	getsetupdate

	adomprofile



	/pm/config/global/obj/antivirus/profile/{profile}/nntp/{nntp}

	fmgr_antivirus_profile_nntp

	getsetupdate

	adomprofile



	/pm/config/adom/{adom}/obj/antivirus/profile/{profile}/pop3

	fmgr_antivirus_profile_pop3

	getsetupdate

	adomprofile



	/pm/config/global/obj/antivirus/profile/{profile}/pop3

	fmgr_antivirus_profile_pop3

	getsetupdate

	adomprofile



	/pm/config/adom/{adom}/obj/antivirus/profile/{profile}/pop3/{pop3}

	fmgr_antivirus_profile_pop3

	getsetupdate

	adomprofile



	/pm/config/global/obj/antivirus/profile/{profile}/pop3/{pop3}

	fmgr_antivirus_profile_pop3

	getsetupdate

	adomprofile



	/pm/config/adom/{adom}/obj/antivirus/profile/{profile}/smb

	fmgr_antivirus_profile_smb

	getsetupdate

	adomprofile



	/pm/config/global/obj/antivirus/profile/{profile}/smb

	fmgr_antivirus_profile_smb

	getsetupdate

	adomprofile



	/pm/config/adom/{adom}/obj/antivirus/profile/{profile}/smb/{smb}

	fmgr_antivirus_profile_smb

	getsetupdate

	adomprofile



	/pm/config/global/obj/antivirus/profile/{profile}/smb/{smb}

	fmgr_antivirus_profile_smb

	getsetupdate

	adomprofile



	/pm/config/adom/{adom}/obj/antivirus/profile/{profile}/smtp

	fmgr_antivirus_profile_smtp

	getsetupdate

	adomprofile



	/pm/config/global/obj/antivirus/profile/{profile}/smtp

	fmgr_antivirus_profile_smtp

	getsetupdate

	adomprofile



	/pm/config/adom/{adom}/obj/antivirus/profile/{profile}/smtp/{smtp}

	fmgr_antivirus_profile_smtp

	getsetupdate

	adomprofile



	/pm/config/global/obj/antivirus/profile/{profile}/smtp/{smtp}

	fmgr_antivirus_profile_smtp

	getsetupdate

	adomprofile



	/pm/config/adom/{adom}/obj/application/categories

	fmgr_application_categories

	addgetsetupdate

	adom



	/pm/config/global/obj/application/categories

	fmgr_application_categories

	addgetsetupdate

	adom



	/pm/config/adom/{adom}/obj/application/categories/{categories}

	fmgr_application_categories

	addgetsetupdate

	adom



	/pm/config/global/obj/application/categories/{categories}

	fmgr_application_categories

	addgetsetupdate

	adom



	/pm/config/adom/{adom}/obj/application/custom

	fmgr_application_custom

	addgetsetupdate

	adom



	/pm/config/global/obj/application/custom

	fmgr_application_custom

	addgetsetupdate

	adom



	/pm/config/adom/{adom}/obj/application/custom/{custom}

	fmgr_application_custom

	addgetsetupdate

	adom



	/pm/config/global/obj/application/custom/{custom}

	fmgr_application_custom

	addgetsetupdate

	adom



	/pm/config/adom/{adom}/obj/application/group

	fmgr_application_group

	addgetsetupdate

	adom



	/pm/config/global/obj/application/group

	fmgr_application_group

	addgetsetupdate

	adom



	/pm/config/adom/{adom}/obj/application/group/{group}

	fmgr_application_group

	addgetsetupdate

	adom



	/pm/config/global/obj/application/group/{group}

	fmgr_application_group

	addgetsetupdate

	adom



	/pm/config/adom/{adom}/obj/application/list

	fmgr_application_list

	addgetsetupdate

	adom



	/pm/config/global/obj/application/list

	fmgr_application_list

	addgetsetupdate

	adom



	/pm/config/adom/{adom}/obj/application/list/{list}

	fmgr_application_list

	addgetsetupdate

	adom



	/pm/config/global/obj/application/list/{list}

	fmgr_application_list

	addgetsetupdate

	adom



	/pm/config/adom/{adom}/obj/application/list/{list}/entries

	fmgr_application_list_entries

	addgetsetupdate

	adomlist



	/pm/config/global/obj/application/list/{list}/entries

	fmgr_application_list_entries

	addgetsetupdate

	adomlist



	/pm/config/adom/{adom}/obj/application/list/{list}/entries/{entries}

	fmgr_application_list_entries

	addgetsetupdate

	adomlist



	/pm/config/global/obj/application/list/{list}/entries/{entries}

	fmgr_application_list_entries

	addgetsetupdate

	adomlist



	/pm/config/adom/{adom}/obj/application/list/{list}/entries/{entries}/parameters

	fmgr_application_list_entries_parameters

	addgetsetupdate

	adomlistentries



	/pm/config/global/obj/application/list/{list}/entries/{entries}/parameters

	fmgr_application_list_entries_parameters

	addgetsetupdate

	adomlistentries



	/pm/config/adom/{adom}/obj/application/list/{list}/entries/{entries}/parameters/{parameters}

	fmgr_application_list_entries_parameters

	addgetsetupdate

	adomlistentries



	/pm/config/global/obj/application/list/{list}/entries/{entries}/parameters/{parameters}

	fmgr_application_list_entries_parameters

	addgetsetupdate

	adomlistentries



	/pm/config/adom/{adom}/obj/wireless-controller/ble-profile

	fmgr_bleprofile

	addgetsetupdate

	adom



	/pm/config/global/obj/wireless-controller/ble-profile

	fmgr_bleprofile

	addgetsetupdate

	adom



	/pm/config/adom/{adom}/obj/wireless-controller/ble-profile/{ble-profile}

	fmgr_bleprofile

	addgetsetupdate

	adom



	/pm/config/global/obj/wireless-controller/ble-profile/{ble-profile}

	fmgr_bleprofile

	addgetsetupdate

	adom



	/pm/config/adom/{adom}/obj/wireless-controller/bonjour-profile

	fmgr_bonjourprofile

	addgetsetupdate

	adom



	/pm/config/global/obj/wireless-controller/bonjour-profile

	fmgr_bonjourprofile

	addgetsetupdate

	adom



	/pm/config/adom/{adom}/obj/wireless-controller/bonjour-profile/{bonjour-profile}

	fmgr_bonjourprofile

	addgetsetupdate

	adom



	/pm/config/global/obj/wireless-controller/bonjour-profile/{bonjour-profile}

	fmgr_bonjourprofile

	addgetsetupdate

	adom



	/pm/config/adom/{adom}/obj/wireless-controller/bonjour-profile/{bonjour-profile}/policy-list

	fmgr_bonjourprofile_policylist

	addgetsetupdate

	adombonjour-profile



	/pm/config/global/obj/wireless-controller/bonjour-profile/{bonjour-profile}/policy-list

	fmgr_bonjourprofile_policylist

	addgetsetupdate

	adombonjour-profile



	/pm/config/adom/{adom}/obj/wireless-controller/bonjour-profile/{bonjour-profile}/policy-list/{policy-list}

	fmgr_bonjourprofile_policylist

	addgetsetupdate

	adombonjour-profile



	/pm/config/global/obj/wireless-controller/bonjour-profile/{bonjour-profile}/policy-list/{policy-list}
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	/pm/config/global/obj/webfilter/urlfilter/{urlfilter}/entries

	fmgr_webfilter_urlfilter_entries

	addgetsetupdate

	adomurlfilter



	/pm/config/adom/{adom}/obj/webfilter/urlfilter/{urlfilter}/entries/{entries}

	fmgr_webfilter_urlfilter_entries

	addgetsetupdate

	adomurlfilter



	/pm/config/global/obj/webfilter/urlfilter/{urlfilter}/entries/{entries}

	fmgr_webfilter_urlfilter_entries

	addgetsetupdate

	adomurlfilter



	/pm/config/adom/{adom}/obj/web-proxy/forward-server

	fmgr_webproxy_forwardserver

	addgetsetupdate

	adom



	/pm/config/global/obj/web-proxy/forward-server

	fmgr_webproxy_forwardserver

	addgetsetupdate

	adom



	/pm/config/adom/{adom}/obj/web-proxy/forward-server/{forward-server}

	fmgr_webproxy_forwardserver

	addgetsetupdate

	adom



	/pm/config/global/obj/web-proxy/forward-server/{forward-server}

	fmgr_webproxy_forwardserver

	addgetsetupdate

	adom



	/pm/config/adom/{adom}/obj/web-proxy/forward-server-group

	fmgr_webproxy_forwardservergroup

	addgetsetupdate

	adom



	/pm/config/global/obj/web-proxy/forward-server-group

	fmgr_webproxy_forwardservergroup

	addgetsetupdate

	adom



	/pm/config/adom/{adom}/obj/web-proxy/forward-server-group/{forward-server-group}

	fmgr_webproxy_forwardservergroup

	addgetsetupdate

	adom



	/pm/config/global/obj/web-proxy/forward-server-group/{forward-server-group}

	fmgr_webproxy_forwardservergroup

	addgetsetupdate

	adom



	/pm/config/adom/{adom}/obj/web-proxy/forward-server-group/{forward-server-group}/server-list

	fmgr_webproxy_forwardservergroup_serverlist

	addgetsetupdate

	adomforward-server-group



	/pm/config/global/obj/web-proxy/forward-server-group/{forward-server-group}/server-list

	fmgr_webproxy_forwardservergroup_serverlist

	addgetsetupdate

	adomforward-server-group



	/pm/config/adom/{adom}/obj/web-proxy/forward-server-group/{forward-server-group}/server-list/{server-list}

	fmgr_webproxy_forwardservergroup_serverlist

	addgetsetupdate

	adomforward-server-group



	/pm/config/global/obj/web-proxy/forward-server-group/{forward-server-group}/server-list/{server-list}

	fmgr_webproxy_forwardservergroup_serverlist

	addgetsetupdate

	adomforward-server-group



	/pm/config/adom/{adom}/obj/web-proxy/profile

	fmgr_webproxy_profile

	addgetsetupdate

	adom



	/pm/config/global/obj/web-proxy/profile

	fmgr_webproxy_profile

	addgetsetupdate

	adom



	/pm/config/adom/{adom}/obj/web-proxy/profile/{profile}

	fmgr_webproxy_profile

	addgetsetupdate

	adom



	/pm/config/global/obj/web-proxy/profile/{profile}

	fmgr_webproxy_profile

	addgetsetupdate

	adom



	/pm/config/adom/{adom}/obj/web-proxy/profile/{profile}/headers

	fmgr_webproxy_profile_headers

	addgetsetupdate

	adomprofile



	/pm/config/global/obj/web-proxy/profile/{profile}/headers

	fmgr_webproxy_profile_headers

	addgetsetupdate

	adomprofile



	/pm/config/adom/{adom}/obj/web-proxy/profile/{profile}/headers/{headers}

	fmgr_webproxy_profile_headers

	addgetsetupdate

	adomprofile



	/pm/config/global/obj/web-proxy/profile/{profile}/headers/{headers}

	fmgr_webproxy_profile_headers

	addgetsetupdate

	adomprofile



	/pm/config/adom/{adom}/obj/web-proxy/wisp

	fmgr_webproxy_wisp

	addgetsetupdate

	adom



	/pm/config/global/obj/web-proxy/wisp

	fmgr_webproxy_wisp

	addgetsetupdate

	adom



	/pm/config/adom/{adom}/obj/web-proxy/wisp/{wisp}

	fmgr_webproxy_wisp

	addgetsetupdate

	adom



	/pm/config/global/obj/web-proxy/wisp/{wisp}

	fmgr_webproxy_wisp

	addgetsetupdate

	adom



	/pm/config/adom/{adom}/obj/wireless-controller/wids-profile

	fmgr_widsprofile

	addgetsetupdate

	adom



	/pm/config/global/obj/wireless-controller/wids-profile

	fmgr_widsprofile

	addgetsetupdate

	adom



	/pm/config/adom/{adom}/obj/wireless-controller/wids-profile/{wids-profile}

	fmgr_widsprofile

	addgetsetupdate

	adom



	/pm/config/global/obj/wireless-controller/wids-profile/{wids-profile}

	fmgr_widsprofile

	addgetsetupdate

	adom



	/pm/config/adom/{adom}/obj/wireless-controller/wtp-profile

	fmgr_wtpprofile

	addgetsetupdate

	adom



	/pm/config/global/obj/wireless-controller/wtp-profile

	fmgr_wtpprofile

	addgetsetupdate

	adom



	/pm/config/adom/{adom}/obj/wireless-controller/wtp-profile/{wtp-profile}

	fmgr_wtpprofile

	addgetsetupdate

	adom



	/pm/config/global/obj/wireless-controller/wtp-profile/{wtp-profile}

	fmgr_wtpprofile

	addgetsetupdate

	adom



	/pm/config/adom/{adom}/obj/wireless-controller/wtp-profile/{wtp-profile}/deny-mac-list

	fmgr_wtpprofile_denymaclist

	addgetsetupdate

	adomwtp-profile



	/pm/config/global/obj/wireless-controller/wtp-profile/{wtp-profile}/deny-mac-list

	fmgr_wtpprofile_denymaclist

	addgetsetupdate

	adomwtp-profile



	/pm/config/adom/{adom}/obj/wireless-controller/wtp-profile/{wtp-profile}/deny-mac-list/{deny-mac-list}

	fmgr_wtpprofile_denymaclist

	addgetsetupdate

	adomwtp-profile



	/pm/config/global/obj/wireless-controller/wtp-profile/{wtp-profile}/deny-mac-list/{deny-mac-list}

	fmgr_wtpprofile_denymaclist

	addgetsetupdate

	adomwtp-profile



	/pm/config/adom/{adom}/obj/wireless-controller/wtp-profile/{wtp-profile}/lan

	fmgr_wtpprofile_lan

	getsetupdate

	adomwtp-profile



	/pm/config/global/obj/wireless-controller/wtp-profile/{wtp-profile}/lan

	fmgr_wtpprofile_lan

	getsetupdate

	adomwtp-profile



	/pm/config/adom/{adom}/obj/wireless-controller/wtp-profile/{wtp-profile}/lan/{lan}

	fmgr_wtpprofile_lan

	getsetupdate

	adomwtp-profile



	/pm/config/global/obj/wireless-controller/wtp-profile/{wtp-profile}/lan/{lan}

	fmgr_wtpprofile_lan

	getsetupdate

	adomwtp-profile



	/pm/config/adom/{adom}/obj/wireless-controller/wtp-profile/{wtp-profile}/lbs

	fmgr_wtpprofile_lbs

	getsetupdate

	adomwtp-profile



	/pm/config/global/obj/wireless-controller/wtp-profile/{wtp-profile}/lbs

	fmgr_wtpprofile_lbs

	getsetupdate

	adomwtp-profile



	/pm/config/adom/{adom}/obj/wireless-controller/wtp-profile/{wtp-profile}/lbs/{lbs}

	fmgr_wtpprofile_lbs

	getsetupdate

	adomwtp-profile



	/pm/config/global/obj/wireless-controller/wtp-profile/{wtp-profile}/lbs/{lbs}

	fmgr_wtpprofile_lbs

	getsetupdate

	adomwtp-profile



	/pm/config/adom/{adom}/obj/wireless-controller/wtp-profile/{wtp-profile}/platform

	fmgr_wtpprofile_platform

	getsetupdate

	adomwtp-profile



	/pm/config/global/obj/wireless-controller/wtp-profile/{wtp-profile}/platform

	fmgr_wtpprofile_platform

	getsetupdate

	adomwtp-profile



	/pm/config/adom/{adom}/obj/wireless-controller/wtp-profile/{wtp-profile}/platform/{platform}

	fmgr_wtpprofile_platform

	getsetupdate

	adomwtp-profile



	/pm/config/global/obj/wireless-controller/wtp-profile/{wtp-profile}/platform/{platform}

	fmgr_wtpprofile_platform

	getsetupdate

	adomwtp-profile



	/pm/config/adom/{adom}/obj/wireless-controller/wtp-profile/{wtp-profile}/radio-1

	fmgr_wtpprofile_radio1

	getsetupdate

	adomwtp-profile



	/pm/config/global/obj/wireless-controller/wtp-profile/{wtp-profile}/radio-1

	fmgr_wtpprofile_radio1

	getsetupdate

	adomwtp-profile



	/pm/config/adom/{adom}/obj/wireless-controller/wtp-profile/{wtp-profile}/radio-1/{radio-1}

	fmgr_wtpprofile_radio1

	getsetupdate

	adomwtp-profile



	/pm/config/global/obj/wireless-controller/wtp-profile/{wtp-profile}/radio-1/{radio-1}

	fmgr_wtpprofile_radio1

	getsetupdate

	adomwtp-profile



	/pm/config/adom/{adom}/obj/wireless-controller/wtp-profile/{wtp-profile}/radio-2

	fmgr_wtpprofile_radio2

	getsetupdate

	adomwtp-profile



	/pm/config/global/obj/wireless-controller/wtp-profile/{wtp-profile}/radio-2

	fmgr_wtpprofile_radio2

	getsetupdate

	adomwtp-profile



	/pm/config/adom/{adom}/obj/wireless-controller/wtp-profile/{wtp-profile}/radio-2/{radio-2}

	fmgr_wtpprofile_radio2

	getsetupdate

	adomwtp-profile



	/pm/config/global/obj/wireless-controller/wtp-profile/{wtp-profile}/radio-2/{radio-2}

	fmgr_wtpprofile_radio2

	getsetupdate

	adomwtp-profile



	/pm/config/adom/{adom}/obj/wireless-controller/wtp-profile/{wtp-profile}/split-tunneling-acl

	fmgr_wtpprofile_splittunnelingacl

	addgetsetupdate

	adomwtp-profile



	/pm/config/global/obj/wireless-controller/wtp-profile/{wtp-profile}/split-tunneling-acl

	fmgr_wtpprofile_splittunnelingacl

	addgetsetupdate

	adomwtp-profile



	/pm/config/adom/{adom}/obj/wireless-controller/wtp-profile/{wtp-profile}/split-tunneling-acl/{split-tunneling-acl}

	fmgr_wtpprofile_splittunnelingacl

	addgetsetupdate

	adomwtp-profile



	/pm/config/global/obj/wireless-controller/wtp-profile/{wtp-profile}/split-tunneling-acl/{split-tunneling-acl}

	fmgr_wtpprofile_splittunnelingacl

	addgetsetupdate

	adomwtp-profile
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Object Oriented Modules







The modules in this category are invoking add/update/delete methods to manipulate FortiManager managed objects.



	fmgr_adom_options

	fmgr_antivirus_mmschecksum – Configure MMS content checksum list.

	fmgr_antivirus_mmschecksum_entries – modify this MMS content checksum list

	fmgr_antivirus_notification – Configure AntiVirus notification lists.

	fmgr_antivirus_notification_entries – modify this antivirus notification list

	fmgr_antivirus_profile – Configure AntiVirus profiles.

	fmgr_antivirus_profile_contentdisarm – AV Content Disarm and Reconstruction settings.

	fmgr_antivirus_profile_ftp – Configure FTP AntiVirus options.

	fmgr_antivirus_profile_http – Configure HTTP AntiVirus options.

	fmgr_antivirus_profile_imap – Configure IMAP AntiVirus options.

	fmgr_antivirus_profile_mapi – Configure MAPI AntiVirus options.

	fmgr_antivirus_profile_nacquar – Configure AntiVirus quarantine settings.

	fmgr_antivirus_profile_nntp – Configure NNTP AntiVirus options.

	fmgr_antivirus_profile_pop3 – Configure POP3 AntiVirus options.

	fmgr_antivirus_profile_smb – Configure SMB AntiVirus options.

	fmgr_antivirus_profile_smtp – Configure SMTP AntiVirus options.

	fmgr_application_categories

	fmgr_application_custom – Configure custom application signatures.

	fmgr_application_group – Configure firewall application groups.

	fmgr_application_list – Configure application control lists.

	fmgr_application_list_entries – Application list entries.

	fmgr_application_list_entries_parameters – Application parameters.

	fmgr_bleprofile – Configure Bluetooth Low Energy profile.

	fmgr_bonjourprofile – Configure Bonjour profiles.

	fmgr_bonjourprofile_policylist – Bonjour policy list.

	fmgr_certificate_template

	fmgr_devprof_device_profile_fortianalyzer

	fmgr_devprof_device_profile_fortiguard

	fmgr_devprof_log_fortianalyzer_setting – Global FortiAnalyzer settings.

	fmgr_devprof_log_syslogd_filter – Filters for remote system server.

	fmgr_devprof_log_syslogd_setting – Global settings for remote syslog server.

	fmgr_devprof_system_centralmanagement – Configure central management.

	fmgr_devprof_system_centralmanagement_serverlist – Additional severs that the FortiGate can use for updates (for AV, IPS, updates) and ratings (for web filter and antispam ratings) servers.

	fmgr_devprof_system_dns – Configure DNS.

	fmgr_devprof_system_emailserver – Configure the email server used by the FortiGate various things.

	fmgr_devprof_system_global – Configure global attributes.

	fmgr_devprof_system_ntp – Configure system NTP information.

	fmgr_devprof_system_ntp_ntpserver – Configure the FortiGate to connect to any available third-party NTP server.

	fmgr_devprof_system_replacemsg_admin – Replacement messages.

	fmgr_devprof_system_replacemsg_alertmail – Replacement messages.

	fmgr_devprof_system_replacemsg_auth – Replacement messages.

	fmgr_devprof_system_replacemsg_devicedetectionportal – Replacement messages.

	fmgr_devprof_system_replacemsg_ec – Replacement messages.

	fmgr_devprof_system_replacemsg_fortiguardwf – Replacement messages.

	fmgr_devprof_system_replacemsg_ftp – Replacement messages.

	fmgr_devprof_system_replacemsg_http – Replacement messages.

	fmgr_devprof_system_replacemsg_mail – Replacement messages.

	fmgr_devprof_system_replacemsg_mms – Replacement messages.

	fmgr_devprof_system_replacemsg_nacquar – Replacement messages.

	fmgr_devprof_system_replacemsg_nntp – Replacement messages.

	fmgr_devprof_system_replacemsg_spam – Replacement messages.

	fmgr_devprof_system_replacemsg_sslvpn – Replacement messages.

	fmgr_devprof_system_replacemsg_trafficquota – Replacement messages.

	fmgr_devprof_system_replacemsg_utm – Replacement messages.

	fmgr_devprof_system_replacemsg_webproxy – Replacement messages.

	fmgr_devprof_system_snmp_community – SNMP community configuration.

	fmgr_devprof_system_snmp_community_hosts – Configure IPv4 SNMP managers (hosts).

	fmgr_devprof_system_snmp_community_hosts6 – Configure IPv6 SNMP managers.

	fmgr_devprof_system_snmp_sysinfo – SNMP system info configuration.

	fmgr_devprof_system_snmp_user – SNMP user configuration.

	fmgr_dlp_filepattern – Configure file patterns used by DLP blocking.

	fmgr_dlp_filepattern_entries – Configure file patterns used by DLP blocking.

	fmgr_dlp_fpsensitivity – Create self-explanatory DLP sensitivity levels to be used when setting sensitivity under config fp-doc-source.

	fmgr_dlp_sensor – Configure DLP sensors.

	fmgr_dlp_sensor_filter – Set up DLP filters for this sensor.

	fmgr_dnsfilter_domainfilter – Configure DNS domain filters.

	fmgr_dnsfilter_domainfilter_entries – DNS domain filter entries.

	fmgr_dnsfilter_profile – Configure DNS domain filter profiles.

	fmgr_dnsfilter_profile_domainfilter – Domain filter settings.

	fmgr_dnsfilter_profile_ftgddns – FortiGuard DNS Filter settings.

	fmgr_dnsfilter_profile_ftgddns_filters – FortiGuard DNS domain filters.

	fmgr_dvmdb_adom – ADOM table, most attributes are read-only and can only be changed internally.

	fmgr_dvmdb_adom_objectmember – ADOM table, most attributes are read-only and can only be changed internally.

	fmgr_dvmdb_device – Device table, most attributes are read-only and can only be changed internally.

	fmgr_dvmdb_device_vdom – Device VDOM table.

	fmgr_dvmdb_group – Device group table.

	fmgr_dvmdb_group_objectmember – Device group table.

	fmgr_dvmdb_metafields_adom

	fmgr_dvmdb_metafields_device

	fmgr_dvmdb_metafields_group

	fmgr_dvmdb_revision – ADOM revision table.

	fmgr_dvmdb_script – Script table.

	fmgr_dvmdb_script_objectmember – Script table.

	fmgr_dvmdb_script_scriptschedule – Script schedule table.

	fmgr_dynamic_address

	fmgr_dynamic_address_dynamicaddrmapping

	fmgr_dynamic_certificate_local

	fmgr_dynamic_certificate_local_dynamicmapping

	fmgr_dynamic_interface

	fmgr_dynamic_interface_dynamicmapping

	fmgr_dynamic_ippool

	fmgr_dynamic_multicast_interface

	fmgr_dynamic_multicast_interface_dynamicmapping

	fmgr_dynamic_vip

	fmgr_dynamic_virtualwanlink_members

	fmgr_dynamic_virtualwanlink_members_dynamicmapping

	fmgr_dynamic_virtualwanlink_server

	fmgr_dynamic_virtualwanlink_server_dynamicmapping

	fmgr_dynamic_vpntunnel

	fmgr_dynamic_vpntunnel_dynamicmapping

	fmgr_firewall_address – Configure IPv4 addresses.

	fmgr_firewall_address6 – Configure IPv6 firewall addresses.

	fmgr_firewall_address6_dynamicmapping

	fmgr_firewall_address6_list – IP address list.

	fmgr_firewall_address6_subnetsegment – IPv6 subnet segments.

	fmgr_firewall_address6_tagging – Config object tagging

	fmgr_firewall_address6template – Configure IPv6 address templates.

	fmgr_firewall_address6template_subnetsegment – IPv6 subnet segments.

	fmgr_firewall_address6template_subnetsegment_values – Subnet segment values.

	fmgr_firewall_address_dynamicmapping

	fmgr_firewall_address_list – IP address list.

	fmgr_firewall_address_tagging – Config object tagging.

	fmgr_firewall_addrgrp – Configure IPv4 address groups.

	fmgr_firewall_addrgrp6 – Configure IPv6 address groups.

	fmgr_firewall_addrgrp6_dynamicmapping

	fmgr_firewall_addrgrp6_tagging – Config object tagging.

	fmgr_firewall_addrgrp_dynamicmapping

	fmgr_firewall_addrgrp_tagging – Config object tagging.

	fmgr_firewall_carrierendpointbwl – Carrier end point black/white list tables.

	fmgr_firewall_carrierendpointbwl_entries – Carrier end point black/white list.

	fmgr_firewall_gtp – Configure GTP.

	fmgr_firewall_gtp_apn – APN.

	fmgr_firewall_gtp_ieremovepolicy – IE remove policy.

	fmgr_firewall_gtp_ievalidation – IE validation.

	fmgr_firewall_gtp_imsi – IMSI.

	fmgr_firewall_gtp_ippolicy – IP policy.

	fmgr_firewall_gtp_messageratelimit – Message rate limiting.

	fmgr_firewall_gtp_messageratelimitv0 – Message rate limiting for GTP version 0.

	fmgr_firewall_gtp_messageratelimitv1 – Message rate limiting for GTP version 1.

	fmgr_firewall_gtp_messageratelimitv2 – Message rate limiting for GTP version 2.

	fmgr_firewall_gtp_noippolicy – No IP policy.

	fmgr_firewall_gtp_perapnshaper – Per APN shaper.

	fmgr_firewall_gtp_policy – Policy.

	fmgr_firewall_identitybasedroute – Configure identity based routing.

	fmgr_firewall_identitybasedroute_rule – Rule.

	fmgr_firewall_internetservice – Show Internet Service application.

	fmgr_firewall_internetservice_entry – Entries in the Internet Service database.

	fmgr_firewall_internetservicecustom – Configure custom Internet Services.

	fmgr_firewall_internetservicecustom_disableentry – Disable entries in the Internet Service database.

	fmgr_firewall_internetservicecustom_disableentry_iprange – IP ranges in the disable entry.

	fmgr_firewall_internetservicecustom_entry – Entries added to the Internet Service database and custom database.

	fmgr_firewall_internetservicecustom_entry_portrange – Port ranges in the custom entry.

	fmgr_firewall_internetservicecustomgroup – Configure custom Internet Service group.

	fmgr_firewall_internetservicegroup – Configure group of Internet Service.

	fmgr_firewall_ippool – Configure IPv4 IP pools.

	fmgr_firewall_ippool6 – Configure IPv6 IP pools.

	fmgr_firewall_ippool6_dynamicmapping

	fmgr_firewall_ippool_dynamicmapping

	fmgr_firewall_ldbmonitor – Configure server load balancing health monitors.

	fmgr_firewall_mmsprofile – Configure MMS profiles.

	fmgr_firewall_mmsprofile_dupe – Duplicate configuration.

	fmgr_firewall_mmsprofile_flood – Flood configuration.

	fmgr_firewall_mmsprofile_notification – Notification configuration.

	fmgr_firewall_mmsprofile_notifmsisdn – Notification for MSISDNs.

	fmgr_firewall_multicastaddress – Configure multicast addresses.

	fmgr_firewall_multicastaddress6 – Configure IPv6 multicast address.

	fmgr_firewall_multicastaddress6_tagging – Config object tagging.

	fmgr_firewall_multicastaddress_tagging – Config object tagging.

	fmgr_firewall_profilegroup – Configure profile groups.

	fmgr_firewall_profileprotocoloptions – Configure protocol options.

	fmgr_firewall_profileprotocoloptions_dns – Configure DNS protocol options.

	fmgr_firewall_profileprotocoloptions_ftp – Configure FTP protocol options.

	fmgr_firewall_profileprotocoloptions_http – Configure HTTP protocol options.

	fmgr_firewall_profileprotocoloptions_imap – Configure IMAP protocol options.

	fmgr_firewall_profileprotocoloptions_mailsignature – Configure Mail signature.

	fmgr_firewall_profileprotocoloptions_mapi – Configure MAPI protocol options.

	fmgr_firewall_profileprotocoloptions_nntp – Configure NNTP protocol options.

	fmgr_firewall_profileprotocoloptions_pop3 – Configure POP3 protocol options.

	fmgr_firewall_profileprotocoloptions_smtp – Configure SMTP protocol options.

	fmgr_firewall_proxyaddress – Web proxy address configuration.

	fmgr_firewall_proxyaddress_headergroup – HTTP header group.

	fmgr_firewall_proxyaddress_tagging – Config object tagging.

	fmgr_firewall_proxyaddrgrp – Web proxy address group configuration.

	fmgr_firewall_proxyaddrgrp_tagging – Config object tagging.

	fmgr_firewall_schedule_group – Schedule group configuration.

	fmgr_firewall_schedule_onetime – Onetime schedule configuration.

	fmgr_firewall_schedule_recurring – Recurring schedule configuration.

	fmgr_firewall_service_category – Configure service categories.

	fmgr_firewall_service_custom – Configure custom services.

	fmgr_firewall_service_group – Configure service groups.

	fmgr_firewall_shaper_peripshaper – Configure per-IP traffic shaper.

	fmgr_firewall_shaper_trafficshaper – Configure shared traffic shaper.

	fmgr_firewall_shapingprofile – Configure shaping profiles.

	fmgr_firewall_shapingprofile_shapingentries – Define shaping entries of this shaping profile.

	fmgr_firewall_sslsshprofile – Configure SSL/SSH protocol options.

	fmgr_firewall_sslsshprofile_ftps – Configure FTPS options.

	fmgr_firewall_sslsshprofile_https – Configure HTTPS options.

	fmgr_firewall_sslsshprofile_imaps – Configure IMAPS options.

	fmgr_firewall_sslsshprofile_pop3s – Configure POP3S options.

	fmgr_firewall_sslsshprofile_smtps – Configure SMTPS options.

	fmgr_firewall_sslsshprofile_ssh – Configure SSH options.

	fmgr_firewall_sslsshprofile_ssl – Configure SSL options.

	fmgr_firewall_sslsshprofile_sslexempt – Servers to exempt from SSL inspection.

	fmgr_firewall_sslsshprofile_sslserver – SSL servers.

	fmgr_firewall_vip – Configure virtual IP for IPv4.

	fmgr_firewall_vip46 – Configure IPv4 to IPv6 virtual IPs.

	fmgr_firewall_vip46_dynamicmapping

	fmgr_firewall_vip46_realservers – Real servers.

	fmgr_firewall_vip6 – Configure virtual IP for IPv6.

	fmgr_firewall_vip64 – Configure IPv6 to IPv4 virtual IPs.

	fmgr_firewall_vip64_dynamicmapping

	fmgr_firewall_vip64_realservers – Real servers.

	fmgr_firewall_vip6_dynamicmapping

	fmgr_firewall_vip6_realservers – Select the real servers that this server load balancing VIP will distribute traffic to.

	fmgr_firewall_vip6_sslciphersuites – SSL/TLS cipher suites acceptable from a client, ordered by priority.

	fmgr_firewall_vip6_sslserverciphersuites – SSL/TLS cipher suites to offer to a server, ordered by priority.

	fmgr_firewall_vip_dynamicmapping

	fmgr_firewall_vip_dynamicmapping_realservers

	fmgr_firewall_vip_dynamicmapping_sslciphersuites

	fmgr_firewall_vip_realservers – Select the real servers that this server load balancing VIP will distribute traffic to.

	fmgr_firewall_vip_sslciphersuites – SSL/TLS cipher suites acceptable from a client, ordered by priority.

	fmgr_firewall_vip_sslserverciphersuites – SSL/TLS cipher suites to offer to a server, ordered by priority.

	fmgr_firewall_vipgrp – Configure IPv4 virtual IP groups.

	fmgr_firewall_vipgrp46 – Configure IPv4 to IPv6 virtual IP groups.

	fmgr_firewall_vipgrp6 – Configure IPv6 virtual IP groups.

	fmgr_firewall_vipgrp64 – Configure IPv6 to IPv4 virtual IP groups.

	fmgr_firewall_vipgrp_dynamicmapping

	fmgr_firewall_wildcardfqdn_custom – Config global/VDOM Wildcard FQDN address.

	fmgr_firewall_wildcardfqdn_group – Config global Wildcard FQDN address groups.

	fmgr_fmupdate_analyzer_virusreport – Send virus detection notification to FortiGuard.

	fmgr_fmupdate_avips_advancedlog – Enable/disable logging of FortiGuard antivirus and IPS update packages received by FortiManager’s built-in FortiGuard.

	fmgr_fmupdate_avips_webproxy – Configure the web proxy for use with FortiGuard antivirus and IPS updates.

	fmgr_fmupdate_customurllist – Configure the URL database for rating and filtering.

	fmgr_fmupdate_diskquota – Configure disk space available for use by the Upgrade Manager.

	fmgr_fmupdate_fctservices – Configure FortiGuard to provide services to FortiClient installations.

	fmgr_fmupdate_fdssetting – Configure FortiGuard settings.

	fmgr_fmupdate_fdssetting_pushoverride – Enable/disable push updates, and override the default IP address and port used by FortiGuard to send antivirus and IPS push messages for clients.
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	fmgr_wanopt_profile_cifs – Enable/disable CIFS (Windows sharing) WAN Optimization and configure CIFS WAN Optimization features.

	fmgr_wanopt_profile_ftp – Enable/disable FTP WAN Optimization and configure FTP WAN Optimization features.

	fmgr_wanopt_profile_http – Enable/disable HTTP WAN Optimization and configure HTTP WAN Optimization features.

	fmgr_wanopt_profile_mapi – Enable/disable MAPI email WAN Optimization and configure MAPI WAN Optimization features.

	fmgr_wanopt_profile_tcp – Enable/disable TCP WAN Optimization and configure TCP WAN Optimization features.

	fmgr_wanprof_system_virtualwanlink – Configure redundant internet connections using SD-WAN (formerly virtual WAN link).

	fmgr_wanprof_system_virtualwanlink_healthcheck – SD-WAN status checking or health checking.

	fmgr_wanprof_system_virtualwanlink_healthcheck_sla – Service level agreement (SLA).

	fmgr_wanprof_system_virtualwanlink_members – Physical FortiGate interfaces added to the virtual-wan-link.

	fmgr_wanprof_system_virtualwanlink_service – Create SD-WAN rules or priority rules (also called services) to control how sessions are distributed to physical interfaces in the SD-WAN.

	fmgr_wanprof_system_virtualwanlink_service_sla – Service level agreement (SLA).

	fmgr_webfilter_categories

	fmgr_webfilter_content – Configure Web filter banned word table.

	fmgr_webfilter_content_entries – Configure banned word entries.

	fmgr_webfilter_contentheader – Configure content types used by Web filter.

	fmgr_webfilter_contentheader_entries – Configure content types used by web filter.

	fmgr_webfilter_ftgdlocalcat – Configure FortiGuard Web Filter local categories.

	fmgr_webfilter_ftgdlocalrating – Configure local FortiGuard Web Filter local ratings.

	fmgr_webfilter_profile – Configure Web filter profiles.

	fmgr_webfilter_profile_ftgdwf – FortiGuard Web Filter settings.

	fmgr_webfilter_profile_ftgdwf_filters – FortiGuard filters.

	fmgr_webfilter_profile_ftgdwf_quota – FortiGuard traffic quota settings.

	fmgr_webfilter_profile_override – Web Filter override settings.

	fmgr_webfilter_profile_urlextraction – Configure URL Extraction

	fmgr_webfilter_profile_web – Web content filtering settings.

	fmgr_webfilter_profile_youtubechannelfilter – YouTube channel filter.

	fmgr_webfilter_urlfilter – Configure URL filter lists.

	fmgr_webfilter_urlfilter_entries – URL filter entries.

	fmgr_webproxy_forwardserver – Configure forward-server addresses.

	fmgr_webproxy_forwardservergroup – Configure a forward server group consisting or multiple forward servers.

	fmgr_webproxy_forwardservergroup_serverlist – Add web forward servers to a list to form a server group.

	fmgr_webproxy_profile – Configure web proxy profiles.

	fmgr_webproxy_profile_headers – Configure HTTP forwarded requests headers.

	fmgr_webproxy_wisp – Configure Wireless Internet service provider (WISP) servers.

	fmgr_widsprofile – Configure wireless intrusion detection system (WIDS) profiles.

	fmgr_wtpprofile – Configure WTP profiles or FortiAP profiles that define radio settings for manageable FortiAP platforms.

	fmgr_wtpprofile_denymaclist – List of MAC addresses that are denied access to this WTP, FortiAP, or AP.

	fmgr_wtpprofile_lan – WTP LAN port mapping.

	fmgr_wtpprofile_lbs – Set various location based service (LBS) options.

	fmgr_wtpprofile_platform – WTP, FortiAP, or AP platform.

	fmgr_wtpprofile_radio1 – Configuration options for radio 1.

	fmgr_wtpprofile_radio2 – Configuration options for radio 2.

	fmgr_wtpprofile_splittunnelingacl – Split tunneling ACL filter list.
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Synopsis


	This module is able to configure a FortiManager device.


	Examples include all parameters and values need to be adjusted to data sources before usage.


	Tested with FortiManager v6.0.0.







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	bypass_validation - Only set to True when module schema diffs with FortiManager API structure, module continues to execute without validating parameters type: bool required: false  default: False 

	workspace_locking_adom - Acquire the workspace lock if FortiManager is running in workspace mode type: str required: false  choices: global, custom adom including root 

	workspace_locking_timeout - The maximum time in seconds to wait for other users to release workspace lock type: integer required: false  default: 300 

	rc_succeeded - The rc codes list with which the conditions to succeed will be overriden type: list required: false 

	rc_failed - The rc codes list with which the conditions to fail will be overriden type: list required: false 

	adom - The parameter in requested url type: str required: true 

	adom_options - no description type: dict


	assign_excluded - No description for the parameter type: str  choices: [disable, enable] 

	specify_assign_pkg_list - No description for the parameter type: str  choices: [disable, enable] 







Notes


Note


	Running in workspace locking mode is supported in this FortiManager module, the top level parameters workspace_locking_adom and workspace_locking_timeout help do the work.


	To create or update an object, use state: present directive.


	To delete an object, use state: absent directive


	Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to fail or succeed with parameters rc_failed and rc_succeeded









Examples

- hosts: fortimanager-inventory
  collections:
    - fortinet.fortimanager
  connection: httpapi
  vars:
     ansible_httpapi_use_ssl: True
     ansible_httpapi_validate_certs: False
     ansible_httpapi_port: 443
  tasks:
   - name: no description
     fmgr_adom_options:
        bypass_validation: False
        workspace_locking_adom: <value in [global, custom adom including root]>
        workspace_locking_timeout: 300
        rc_succeeded: [0, -2, -3, ...]
        rc_failed: [-2, -3, ...]
        adom: <your own value>
        adom_options:
           assign_excluded: <value in [disable, enable]>
           specify_assign_pkg_list: <value in [disable, enable]>








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:


	 request_url - The full url requested returned: always type: str sample: /sys/login/user

	 response_code - The status of api request returned: always type: int sample: 0

	 response_message - The descriptive message of the api response returned: always type: str sample: OK
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fmgr_antivirus_mmschecksum – Configure MMS content checksum list.


New in version 2.10.
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Synopsis


	This module is able to configure a FortiManager device.


	Examples include all parameters and values need to be adjusted to data sources before usage.


	Tested with FortiManager v6.0.0.







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	bypass_validation - Only set to True when module schema diffs with FortiManager API structure, module continues to execute without validating parameters type: bool required: false  default: False 

	workspace_locking_adom - Acquire the workspace lock if FortiManager is running in workspace mode type: str required: false  choices: global, custom adom including root 

	workspace_locking_timeout - The maximum time in seconds to wait for other users to release workspace lock type: integer required: false  default: 300 

	rc_succeeded - The rc codes list with which the conditions to succeed will be overriden type: list required: false 

	rc_failed - The rc codes list with which the conditions to fail will be overriden type: list required: false 

	state - The directive to create, update or delete an object type: str required: true  choices: present, absent 

	adom - The parameter in requested url type: str required: true 

	antivirus_mmschecksum - Configure MMS content checksum list. type: dict


	comment - Optional comments. type: str 

	entries - No description for the parameter type: array 
	checksum - MMS attachment checksum value (CRC32) type: str 

	name - entry name, for administrator reference type: str 

	status - apply this entry during attachment inspection type: str  choices: [disable, enable] 



	id - ID. type: int 

	name - Name of table. type: str 
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fmgr_antivirus_mmschecksum_entries – modify this MMS content checksum list


New in version 2.10.
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Synopsis


	This module is able to configure a FortiManager device.


	Examples include all parameters and values need to be adjusted to data sources before usage.


	Tested with FortiManager v6.0.0.







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	bypass_validation - Only set to True when module schema diffs with FortiManager API structure, module continues to execute without validating parameters type: bool required: false  default: False 

	workspace_locking_adom - Acquire the workspace lock if FortiManager is running in workspace mode type: str required: false  choices: global, custom adom including root 

	workspace_locking_timeout - The maximum time in seconds to wait for other users to release workspace lock type: integer required: false  default: 300 

	rc_succeeded - The rc codes list with which the conditions to succeed will be overriden type: list required: false 

	rc_failed - The rc codes list with which the conditions to fail will be overriden type: list required: false 

	state - The directive to create, update or delete an object type: str required: true  choices: present, absent 

	adom - The parameter in requested url type: str required: true 

	mms-checksum - The parameter in requested url type: str required: true 

	antivirus_mmschecksum_entries - modify this MMS content checksum list type: dict


	checksum - MMS attachment checksum value (CRC32) type: str 

	name - entry name, for administrator reference type: str 

	status - apply this entry during attachment inspection type: str  choices: [disable, enable] 







Notes


Note


	Running in workspace locking mode is supported in this FortiManager module, the top level parameters workspace_locking_adom and workspace_locking_timeout help do the work.


	To create or update an object, use state: present directive.


	To delete an object, use state: absent directive


	Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to fail or succeed with parameters rc_failed and rc_succeeded









Examples

- hosts: fortimanager-inventory
  collections:
    - fortinet.fortimanager
  connection: httpapi
  vars:
     ansible_httpapi_use_ssl: True
     ansible_httpapi_validate_certs: False
     ansible_httpapi_port: 443
  tasks:
   - name: modify this MMS content checksum list
     fmgr_antivirus_mmschecksum_entries:
        bypass_validation: False
        workspace_locking_adom: <value in [global, custom adom including root]>
        workspace_locking_timeout: 300
        rc_succeeded: [0, -2, -3, ...]
        rc_failed: [-2, -3, ...]
        adom: <your own value>
        mms-checksum: <your own value>
        state: <value in [present, absent]>
        antivirus_mmschecksum_entries:
           checksum: <value of string>
           name: <value of string>
           status: <value in [disable, enable]>








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:


	 request_url - The full url requested returned: always type: str sample: /sys/login/user

	 response_code - The status of api request returned: always type: int sample: 0

	 response_message - The descriptive message of the api response returned: always type: str sample: OK
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fmgr_antivirus_notification – Configure AntiVirus notification lists.


New in version 2.10.
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Synopsis


	This module is able to configure a FortiManager device.


	Examples include all parameters and values need to be adjusted to data sources before usage.


	Tested with FortiManager v6.0.0.







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	bypass_validation - Only set to True when module schema diffs with FortiManager API structure, module continues to execute without validating parameters type: bool required: false  default: False 

	workspace_locking_adom - Acquire the workspace lock if FortiManager is running in workspace mode type: str required: false  choices: global, custom adom including root 

	workspace_locking_timeout - The maximum time in seconds to wait for other users to release workspace lock type: integer required: false  default: 300 

	rc_succeeded - The rc codes list with which the conditions to succeed will be overriden type: list required: false 

	rc_failed - The rc codes list with which the conditions to fail will be overriden type: list required: false 

	state - The directive to create, update or delete an object type: str required: true  choices: present, absent 

	adom - The parameter in requested url type: str required: true 

	antivirus_notification - Configure AntiVirus notification lists. type: dict


	comment - Optional comments. type: str 

	entries - No description for the parameter type: array 
	name - virus name or prefix type: str 

	prefix - enable prefix matches based on this name type: str  choices: [disable, enable] 

	status - enable this entry for notifications type: str  choices: [disable, enable] 



	id - ID. type: int 

	name - Name of table. type: str 
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fmgr_antivirus_notification_entries – modify this antivirus notification list
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Synopsis


	This module is able to configure a FortiManager device.


	Examples include all parameters and values need to be adjusted to data sources before usage.


	Tested with FortiManager v6.0.0.







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	bypass_validation - Only set to True when module schema diffs with FortiManager API structure, module continues to execute without validating parameters type: bool required: false  default: False 

	workspace_locking_adom - Acquire the workspace lock if FortiManager is running in workspace mode type: str required: false  choices: global, custom adom including root 

	workspace_locking_timeout - The maximum time in seconds to wait for other users to release workspace lock type: integer required: false  default: 300 

	rc_succeeded - The rc codes list with which the conditions to succeed will be overriden type: list required: false 

	rc_failed - The rc codes list with which the conditions to fail will be overriden type: list required: false 

	state - The directive to create, update or delete an object type: str required: true  choices: present, absent 

	adom - The parameter in requested url type: str required: true 

	notification - The parameter in requested url type: str required: true 

	antivirus_notification_entries - modify this antivirus notification list type: dict


	name - virus name or prefix type: str 

	prefix - enable prefix matches based on this name type: str  choices: [disable, enable] 

	status - enable this entry for notifications type: str  choices: [disable, enable] 







Notes


Note


	Running in workspace locking mode is supported in this FortiManager module, the top level parameters workspace_locking_adom and workspace_locking_timeout help do the work.


	To create or update an object, use state: present directive.


	To delete an object, use state: absent directive


	Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to fail or succeed with parameters rc_failed and rc_succeeded









Examples

- hosts: fortimanager-inventory
  collections:
    - fortinet.fortimanager
  connection: httpapi
  vars:
     ansible_httpapi_use_ssl: True
     ansible_httpapi_validate_certs: False
     ansible_httpapi_port: 443
  tasks:
   - name: modify this antivirus notification list
     fmgr_antivirus_notification_entries:
        bypass_validation: False
        workspace_locking_adom: <value in [global, custom adom including root]>
        workspace_locking_timeout: 300
        rc_succeeded: [0, -2, -3, ...]
        rc_failed: [-2, -3, ...]
        adom: <your own value>
        notification: <your own value>
        state: <value in [present, absent]>
        antivirus_notification_entries:
           name: <value of string>
           prefix: <value in [disable, enable]>
           status: <value in [disable, enable]>








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:


	 request_url - The full url requested returned: always type: str sample: /sys/login/user

	 response_code - The status of api request returned: always type: int sample: 0

	 response_message - The descriptive message of the api response returned: always type: str sample: OK
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fmgr_antivirus_profile – Configure AntiVirus profiles.


New in version 2.10.
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Synopsis


	This module is able to configure a FortiManager device.


	Examples include all parameters and values need to be adjusted to data sources before usage.


	Tested with FortiManager v6.0.0.







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	bypass_validation - Only set to True when module schema diffs with FortiManager API structure, module continues to execute without validating parameters type: bool required: false  default: False 

	workspace_locking_adom - Acquire the workspace lock if FortiManager is running in workspace mode type: str required: false  choices: global, custom adom including root 

	workspace_locking_timeout - The maximum time in seconds to wait for other users to release workspace lock type: integer required: false  default: 300 

	rc_succeeded - The rc codes list with which the conditions to succeed will be overriden type: list required: false 

	rc_failed - The rc codes list with which the conditions to fail will be overriden type: list required: false 

	state - The directive to create, update or delete an object type: str required: true  choices: present, absent 

	adom - The parameter in requested url type: str required: true 

	antivirus_profile - Configure AntiVirus profiles. type: dict


	analytics-bl-filetype - Only submit files matching this DLP file-pattern to FortiSandbox. type: str 

	analytics-db - Enable/disable using the FortiSandbox signature database to supplement the AV signature databases. type: str  choices: [disable, enable] 

	analytics-max-upload - Maximum size of files that can be uploaded to FortiSandbox (1 - 395 MBytes, default = 10). type: int 

	analytics-wl-filetype - Do not submit files matching this DLP file-pattern to FortiSandbox. type: str 

	av-block-log - Enable/disable logging for AntiVirus file blocking. type: str  choices: [disable, enable] 

	av-virus-log - Enable/disable AntiVirus logging. type: str  choices: [disable, enable] 

	comment - Comment. type: str 

	extended-log - Enable/disable extended logging for antivirus. type: str  choices: [disable, enable] 

	ftgd-analytics - Settings to control which files are uploaded to FortiSandbox. type: str  choices: [disable, suspicious, everything] 

	inspection-mode - Inspection mode. type: str  choices: [proxy, flow-based] 

	mobile-malware-db - Enable/disable using the mobile malware signature database. type: str  choices: [disable, enable] 

	name - Profile name. type: str 

	replacemsg-group - Replacement message group customized for this profile. type: str 

	scan-mode - Choose between full scan mode and quick scan mode. type: str  choices: [quick, full] 







Notes


Note


	Running in workspace locking mode is supported in this FortiManager module, the top level parameters workspace_locking_adom and workspace_locking_timeout help do the work.


	To create or update an object, use state: present directive.


	To delete an object, use state: absent directive


	Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to fail or succeed with parameters rc_failed and rc_succeeded









Examples

- hosts: fortimanager-inventory
  collections:
    - fortinet.fortimanager
  connection: httpapi
  vars:
     ansible_httpapi_use_ssl: True
     ansible_httpapi_validate_certs: False
     ansible_httpapi_port: 443
  tasks:
   - name: Configure AntiVirus profiles.
     fmgr_antivirus_profile:
        bypass_validation: False
        workspace_locking_adom: <value in [global, custom adom including root]>
        workspace_locking_timeout: 300
        rc_succeeded: [0, -2, -3, ...]
        rc_failed: [-2, -3, ...]
        adom: <your own value>
        state: <value in [present, absent]>
        antivirus_profile:
           analytics-bl-filetype: <value of string>
           analytics-db: <value in [disable, enable]>
           analytics-max-upload: <value of integer>
           analytics-wl-filetype: <value of string>
           av-block-log: <value in [disable, enable]>
           av-virus-log: <value in [disable, enable]>
           comment: <value of string>
           extended-log: <value in [disable, enable]>
           ftgd-analytics: <value in [disable, suspicious, everything]>
           inspection-mode: <value in [proxy, flow-based]>
           mobile-malware-db: <value in [disable, enable]>
           name: <value of string>
           replacemsg-group: <value of string>
           scan-mode: <value in [quick, full]>








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:


	 request_url - The full url requested returned: always type: str sample: /sys/login/user

	 response_code - The status of api request returned: always type: int sample: 0

	 response_message - The descriptive message of the api response returned: always type: str sample: OK
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fmgr_antivirus_profile_contentdisarm – AV Content Disarm and Reconstruction settings.
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Synopsis


	This module is able to configure a FortiManager device.


	Examples include all parameters and values need to be adjusted to data sources before usage.


	Tested with FortiManager v6.0.0.







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	bypass_validation - Only set to True when module schema diffs with FortiManager API structure, module continues to execute without validating parameters type: bool required: false  default: False 

	workspace_locking_adom - Acquire the workspace lock if FortiManager is running in workspace mode type: str required: false  choices: global, custom adom including root 

	workspace_locking_timeout - The maximum time in seconds to wait for other users to release workspace lock type: integer required: false  default: 300 

	rc_succeeded - The rc codes list with which the conditions to succeed will be overriden type: list required: false 

	rc_failed - The rc codes list with which the conditions to fail will be overriden type: list required: false 

	adom - The parameter in requested url type: str required: true 

	profile - The parameter in requested url type: str required: true 

	antivirus_profile_contentdisarm - AV Content Disarm and Reconstruction settings. type: dict


	cover-page - Enable/disable inserting a cover page into the disarmed document. type: str  choices: [disable, enable] 

	detect-only - Enable/disable only detect disarmable files, do not alter content. type: str  choices: [disable, enable] 

	office-embed - Enable/disable stripping of embedded objects in Microsoft Office documents. type: str  choices: [disable, enable] 

	office-hylink - Enable/disable stripping of hyperlinks in Microsoft Office documents. type: str  choices: [disable, enable] 

	office-linked - Enable/disable stripping of linked objects in Microsoft Office documents. type: str  choices: [disable, enable] 

	office-macro - Enable/disable stripping of macros in Microsoft Office documents. type: str  choices: [disable, enable] 

	original-file-destination - Destination to send original file if active content is removed. type: str  choices: [fortisandbox, quarantine, discard] 

	pdf-act-form - Enable/disable stripping of actions that submit data to other targets in PDF documents. type: str  choices: [disable, enable] 

	pdf-act-gotor - Enable/disable stripping of links to other PDFs in PDF documents. type: str  choices: [disable, enable] 

	pdf-act-java - Enable/disable stripping of actions that execute JavaScript code in PDF documents. type: str  choices: [disable, enable] 

	pdf-act-launch - Enable/disable stripping of links to external applications in PDF documents. type: str  choices: [disable, enable] 

	pdf-act-movie - Enable/disable stripping of embedded movies in PDF documents. type: str  choices: [disable, enable] 

	pdf-act-sound - Enable/disable stripping of embedded sound files in PDF documents. type: str  choices: [disable, enable] 

	pdf-embedfile - Enable/disable stripping of embedded files in PDF documents. type: str  choices: [disable, enable] 

	pdf-hyperlink - Enable/disable stripping of hyperlinks from PDF documents. type: str  choices: [disable, enable] 

	pdf-javacode - Enable/disable stripping of JavaScript code in PDF documents. type: str  choices: [disable, enable] 







Notes


Note


	Running in workspace locking mode is supported in this FortiManager module, the top level parameters workspace_locking_adom and workspace_locking_timeout help do the work.


	To create or update an object, use state: present directive.


	To delete an object, use state: absent directive


	Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to fail or succeed with parameters rc_failed and rc_succeeded









Examples

- hosts: fortimanager-inventory
  collections:
    - fortinet.fortimanager
  connection: httpapi
  vars:
     ansible_httpapi_use_ssl: True
     ansible_httpapi_validate_certs: False
     ansible_httpapi_port: 443
  tasks:
   - name: AV Content Disarm and Reconstruction settings.
     fmgr_antivirus_profile_contentdisarm:
        bypass_validation: False
        workspace_locking_adom: <value in [global, custom adom including root]>
        workspace_locking_timeout: 300
        rc_succeeded: [0, -2, -3, ...]
        rc_failed: [-2, -3, ...]
        adom: <your own value>
        profile: <your own value>
        antivirus_profile_contentdisarm:
           cover-page: <value in [disable, enable]>
           detect-only: <value in [disable, enable]>
           office-embed: <value in [disable, enable]>
           office-hylink: <value in [disable, enable]>
           office-linked: <value in [disable, enable]>
           office-macro: <value in [disable, enable]>
           original-file-destination: <value in [fortisandbox, quarantine, discard]>
           pdf-act-form: <value in [disable, enable]>
           pdf-act-gotor: <value in [disable, enable]>
           pdf-act-java: <value in [disable, enable]>
           pdf-act-launch: <value in [disable, enable]>
           pdf-act-movie: <value in [disable, enable]>
           pdf-act-sound: <value in [disable, enable]>
           pdf-embedfile: <value in [disable, enable]>
           pdf-hyperlink: <value in [disable, enable]>
           pdf-javacode: <value in [disable, enable]>








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values, the following are the fields unique to this module:


	 request_url - The full url requested returned: always type: str sample: /sys/login/user

	 response_code - The status of api request returned: always type: int sample: 0

	 response_message - The descriptive message of the api response returned: always type: str sample: OK
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Synopsis


	This module is able to configure a FortiManager device.


	Examples include all parameters and values need to be adjusted to data sources before usage.


	Tested with FortiManager v6.0.0.







Requirements

The below requirements are needed on the host that executes this module.


	ansible>=2.9.0







Parameters


	bypass_validation - Only set to True when module schema diffs with FortiManager API structure, module continues to execute without validating parameters type: bool required: false  default: False 

	workspace_locking_adom - Acquire the workspace lock if FortiManager is running in workspace mode type: str required: false  choices: global, custom adom including root 

	workspace_locking_timeout - The maximum time in seconds to wait for other users to release workspace lock type: integer required: false  default: 300 

	rc_succeeded - The rc codes list with which the conditions to succeed will be overriden type: list required: false 

	rc_failed - The rc codes list with which the conditions to fail will be overriden type: list required: false 

	adom - The parameter in requested url type: str required: true 

	profile - The parameter in requested url type: str required: true 

	antivirus_profile_ftp - Configure FTP AntiVirus options. type: dict


	archive-block - No description for the parameter type: array choices: [encrypted, corrupted, multipart, nested, mailbomb, unhandled, partiallycorrupted, fileslimit, timeout] 

	archive-log - No description for the parameter type: array choices: [encrypted, corrupted, multipart, nested, mailbomb, unhandled, partiallycorrupted, fileslimit, timeout] 

	emulator - Enable/disable the virus emulator. type: str  choices: [disable, enable] 

	options - No description for the parameter type: array choices: [scan, file-filter, quarantine, avquery, avmonitor] 

	outbreak-prevention - Enable FortiGuard Virus Outbreak Prevention service. type: str  choices: [disabled, files, full-archive] 







Notes


Note


	Running in workspace locking mode is supported in this FortiManager module, the top level parameters workspace_locking_adom and workspace_locking_timeout help do the work.


	To create or update an object, use state: present directive.


	To delete an object, use state: absent directive


	Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to fail or succeed with parameters rc_failed and rc_succeeded









Examples

- hosts: fortimanager-inventory
  collections:
    - fortinet.fortimanager
  connection: httpapi
  vars:
     ansible_httpapi_use_ssl: True
     ansible_httpapi_validate_certs: False
     ansible_httpapi_port: 443
  tasks:
   - name: Configure FTP AntiVirus options.
     fmgr_antivirus_profile_ftp:
        bypass_validation: False
        workspace_locking_adom: <value in [global, custom adom including root]>
        workspace_locking_timeout: 300
        rc_succeeded: [0, -2, -3, ...]
        rc_failed: [-2, -3, ...]
        adom: <your own value>
        profile: <your own value>
        antivirus_profile_ftp:
           archive-block:
             - encrypted
             - corrupted
             - multipart
             - nested
             - mailbomb
             - unhandled
             - partiallycorrupted
             - fileslimit
             - timeout
           archive-log:
             - encrypted
             - corrupted
             - multipart
             - nested
             - mailbomb
             - unhandled
             - partiallycorrupted
             - fileslimit
             - timeout
           emulator: <value in [disable, enable]>
           options:
             - scan
             - file-filter
             - quarantine
             - avquery
             - avmonitor
           outbreak-prevention: <value in [disabled, files, full-archive]>








Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_retu